Mustang Panda’s PlugX new variant targetting Taiwanese
government and diplomats

7 lab52.io/blog/mustang-pandas-plugx-new-variant-targetting-taiwanese-government-and-diplomats/

The Lab52 team has analysed a cyber campaign in which attackers deploy a new variant of
the PlugX malware. Both the infection chain and the various artefacts used in the
cyberattack share multiple similarities with the SmugX campaign, attributed to threat
actors Red Delta and Mustang Panda, allegedly linked to the Chinese government.

This time, the actors deploy an MSI file on victim machines containing a legitimate
executable (OneNotem.exe), a malicious DLL (msi.dll) and a DAT file (NoteLogger.dat).
The legitimate executable loads via DLL side-loading the malicious DLL and the malicious
DLL decrypts and loads the DAT file into memory, which is the PlugX malware. However, this
new campaign shows variations compared to previous campaigns. The main differences
are:

e The malicious DLL is written in the Nim programming language.
o This new variant uses its own implementation of the RC4 algorithm to decrypt
PlugX, unlike previous versions that use the Windows Cryptsp.dll library.
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The installer file 45dd12.msi contains the files msi.dll, NoteLogger.dat and OneNotem.exe
and, on user execution, it copies them to the directory “C:\UsersersuserAppData®“.
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General Detalles

File created:

RuleMarne: EXE

UtcTime: 2023-11-16 00:16:17.329

ProcessGuid: {c458890d-ddd7-6555-0004-000000000500}

Processld: 3624

Image: ChWindows\system32\msiexec.exe

TargetFilename: C:h\Users\PEPEVAppDatatLocal\MUxPOTy\ OnesMotem.exe
CreationUtcTime: 2023-11-16 0%:16:17.329

User: NT AUTHORITY\SYSTEM|

Right after, the MSI file copies OneNotem.exe to one of the following folders:

C:\Users\<username>\VirtualFile
C:\Users\Public\VirtualFile
C:\Users\<username>\SamsungDriver
C:\Users\Public\SamsungDriver
C:\Users\Public\SecurityScan

In order to obtain persistence on the infected machine, the registry key
‘HKEY_LOCAL_MACHINE/ SOFTWARE/ SOFTWARE/ Microsoft/ Windows/
CurrentVersion/ RunOneNote Update” is added, which executes the legitimate
OnesNotem.exe binary followed by a numeric parameter.

General  Detalles

Registry value set:

FuleMame: T1060, Runkey

EventType: SetValue

UteTirme: 2023-11-16 0% 16:19.267

ProcessGuid: {c438890d - dde2-6555-0404- 000000000500}

Processid: 3368

Image: C:\Users\PEPEVAppData Local MU POTW\ OnesMotern.exe

TargetObject: HKUNS-1-5-21-2921374852- 1653555816-41 30576030- 1 ONSOF TWARE  Micresoft\Windows\ CurrentVersion\Run\ OneNote Update
Dietailsz “C:\Users\ PEPE\SamsungDriver\ OnesMotem.exe” 614

User DESKTOP-IOPNI1RAPERE

The malware then creates the process OneNotem.exe that will first contact with
www.google.com to check if the computer has internet connection and then contacts the C2
domains ivibers[.Jcom and meetvibersapif.Jcom. The OneNotem.exe process also creates a
mutex to prevent the execution of a second instance.
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General Detalles

Dins queny:

RuleMame: -

UtcTirne: 2022-07-22 09:28:13.642

ProcessGuid: {c458890d-ddeg-6555-1304-000000000500}
Processid: 2024

QueryMame: www.google.com

QuernyStatus: 0

QueryResults: =ffff:192.168.2.1;

Image: C:\Users\PEPE\SamsungDriver\ Oneshotem.exe
User: DESKTOP-IOPN31R\PEPE

General Detalles

Dns queny:

RuleMarmne: -

UtcTime: 2022-07-22 09:28:17.952

ProcessGuid: {c4588%90d-dde8-6555-1304-000000000500}
Processid: 2024

QueryMame: ivibers.com

CueryStatus: 0

QueryResults: ::ffff:192.168.2.1;

Image: C:\Users\PEPE\SamsungDriver\OnesNotem. exe
Uszer: DESKTOP-I0OPM31RAPEPE

Moving forward, Lab52’s team has analysed each of the various artefacts contained in the
MSI file to discern their specific roles or purposes.

MSI.DLL

This DLL contains two malicious functions, the NimMain function and the
MsiProvideQualifiedComponentW function.

Mame Address Ordinal
DilMain (3,%,3) 6DBOTBES 1
MsiProvideQualifiedCom ponentW 6DBOTE30 2

MirmMain EDBOVECA 3
TlsCallback_0 6DBOTCE4

]El TisCallback_1 6DBOTD4E

DilEntryPoint 6DB0121C [main entry]

The DIIMain function has been modified to add the call to NimMain which will be executed
when the library is loaded by the OneNotem.exe process.

L _ stdcall D1lMain(HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)

3| NimMain();
4| return sub_6DBBGEDS(1u);
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This will load the functions necessary for the execution of the malware. This technique is
used to reduce the number of exported functions to make the analysis and possible detection
of the malicious library more difficult.

1|FARPROC sub_6DB@628F()

2|t

3| FARPROC result; // eax

A

5| hModule = (HYODULE)sub_ 6DB@4B32(2unk GDB1@8714);

6] if { !hModule )

7 sub_G6DB@4B4B("\b");

3| dword BDB1EA3E = (int)sub_e6DBBACIA({hModule, "GetModuleFileNameW™);
9| dword 6DBLlEA34 = (int)sub_eDBe4ClA(hModule, "GetFileAttributesW™);
18| dword GDB1EAZ® = (int)sub_6DBe4C1A(hModule, "FindFirstFileW"};
11| dword GDBI1EA2C = (int)sub_sDBe4ClA(hModule, “FormatMessageW");
12| dword_6DB1EA2E = (int)sub_sDBe4C1A{hModule, "LocalFree");
13| dword_BDB1EA24 = (int)sub_6DE®4CIA(hModule, "GetLastError™});
14| result = sub_6DBBACIA(hModule, "FindClose™};
15| dword_BDB1EA28 = (int)result;
16| return result;
17[}

When the legitimate executable calls the MsiProvideQualifiedComponentW function it will
load the NoteLogger.dat file with the CreateFileW function.

al if { ( _BYTE}result }

18| {

11 vl = sub GDBBGEFCA(v2);

12 result = CreateFilel(vl, 6x20000806, 3, @, 3, 6, @);
13 if [ result )

14 result = sub GBDBOTBAC(v2, result);

15[ }

16| return result;

The malware will then copy the contents to a memory section and use the RC4 algorithm
and the key EtFOWV4hDJf6DA6W to decrypt a DLL contained in the NoteLogger.dat file,
which is a PlugX malware variant.

28| w2 = sub_GDB@596D(47);

29| w24 = sub_GDBBGDEG(v2, v3);

38| if ( (unsigned _ inte4)({v24 + ex3oeee008icd) »» 32 )

31 sub EDBEM-BBC[:'.'Ei, HIDWORD( w24}, @x30000000, -1, @x7FFFFFFF, @);
32| gmemcpy(v26, "EtFOWVAhDITEDAGW", sizeof(v26});

33 if ( (int)v24 < 8 }

34 sub_GDB@43BC(v24, (int)v24 >> 31, @, @, @x7FFFFFFF, @);

35| w4 = (int *)sub_6DBB4DIG(v24);

36| w25 = @;
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Finally, the DLL will be executed at location 0x00 in the memory page where it resides using
the EnumSystemGeolD callback.

Do ILHAULL LT3

81 sub_6DBR44EC(8, v17);

-
“

83| if ( (int)v24 ¢ @ }
84 sub_6DB@43BC(v24, (int)v24 >> 31, @, @, @x7FFFFFFF, 8);
85| gmemcpy(v23, v15 + 2, wv24};
¥ 86 return EnumSystemGeoID(16, @, v23};
87[}

NotelLogger.dat

This file contains an encrypted malicious DLL, a PlugX variant, containing in position 0x00 a
small shellcode that will call the only function it exports. The execution of this shellcode is
indispensable for a correct execution of the malicious DLL.
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SFEDOOOL
SFEDOOOZ
SFBDOOOT
SFEDODOS
SFEDOOO9
SFBDODOA
SFBEDOOOB
SFBDOC0D
SFBDOOL13
SFBDODOLS
SFBDOOLG
SFBDOOL17
SFBDOOLA
SFEDOOL1C
SFEDOOLE
SFBDOOZD
SFBDDO22
SFBDOOZ24
SFBDDO26
EFBDOO2E
SFBDODOZA
SFEDOO2C
SFBDODO2E
SFBDOO30
SFBEDOO3Z
SFBDOOD34
SFBDOO36
SFBDDO3E
SFBDODO3A
SFEDOO3C
SFBDOO3E
SFBDOOD40
EFBDDO41
SFBDDOD42
SFEDOD47

-.I.I..I-II."II."II"'II.II-II.I.-II:E

The malware will decrypt the configuration using the RC4 algorithm, which is located in the

SA edx

E& 00000000 % download. SFEDOOOT
5B pop ebx

52 ush edx

45 nc ebp

55 push ebp

BBEC mov ebp,esp

81C3 59180000 add ebx,1859

FFD3 EElN ebx

9 leave

3 ret

0040 00 add byvte ptr ds:[eax],al

0000 add byte ptr ds:[eax],al
0000 add byte prr ds:[eax],al
o000 add byte ptr ds:|[eax],al
0000 add byte ptr ds:[eax],al
0000 add byvte prr ds:[eax],al
0000 add byte ptr ds:[eax],al
0000 add byte prr ds:[eax],al
o000 add byte ptr ds:|[eax],al
0000 add byte ptr ds:[eax],al
0000 add byte prr ds:[eax],al
0000 add byte ptr ds:[eax],al
0000 add byte prr ds:[eax],al
o000 add byte ptr ds:[eax],al
0000 add byte ptr ds:[eax],al
0000 add byre prr ds:[eax],al
0000 add byte ptr' ds: ea.x sal
0000

add byte ptr ds: al
0801 or byte ptr u:'.:[cc:n:] al
0000 add byte ptr ds: [eax],al
0E push cs
iF pop ds
BA OEOOB409 mov edx, 9840008
<o 21 inE 1

call 50

ecx:EntryPoint

“.data” section, similar to other samples from the SmugX campaign.

- dat L
Jdate]HlLMI0E 2L
~data] el
] eLoEbbes
dats]K1ME0AED
-dats] Lol
date] HLBEbooN
~data]M1MGEIed
dara]ddidibios
Ldate|ELeeh1 b
-data]eleiblen:
data]elaeiblen:
data]0leIb1ENn

data]elaeab2edn
~data] @008
<t | a b
Sdate]dlmI0 IR
~data]eloeibite:
.data]elpeIbIBe:
-data]elmablee:
dats]olneEIca:
Jdata]elpean e
~data]01MEL00:
dane]blisibdbe:
Ldate]eLeThade:
-data|olnobaes:

B 31 32 BB B4 35 BE 37 34 MR 41 A2 43 44 45 S6-Bd 13 00 00 B E4 o0 &b 20 £B 81 00 00 BB B0 B
M BB CB AB 26 44 8 FB Z1 D1 FS 43 DB 82 44 CF-BD F& AB @4 5 3E 03 55 51 08 5F D7 F7 (0 43 50
B4 50 00 35 19 &4 85 09 TE B4 74 AD 3F E5 34 BC-AD B9 09 11 T 76 DO B8 1A 45 19 16 80 OF X9 &
TE BB 67 IS 80 BE AF 5 9C BE 31 B1 IF 39 €6 AB-SE 08 F6 38 69 75 54 A) 54 68 EX OC BO 1C 39 B
¥ 7 EA @F EE 77 10 06 70 54 PO @5 DO 82 07 CE-BO §L B4 31 M 81 D &7 Ak BE 1F 1D &8 BC GA F4.
O ES 94 1% EZ 00 %4 10 AF &0 58 94 BC OO B4 51-34 OF 65 04 B4 01 24 ED 30 38 B8 6 Cd 0O 58 W
54 DB LA TC 60 25 B2 &0 53 37 35 AR 5) EG €8 ¥5-10 A% B8 14 47 SB BE SO BT B2 3 47 23 BA OO BX
02 G148 O) BE 76 14 D9 16 Z1 P2 FC OF 16 49 03-C0 @1 BC AD A 84 A% BF FL D7 4 60 65 DF 10 70
& BY F8 IF CE OEF FY 48 83 BE 3F &9 BE BT 90 BO.AS OF BB PO 1€ 04 &0 B2 DA B4 SF B0 €8 £4 B4 F3
©% BO 61 63 CF 63 AF 58 88 F3 BB 95 FE 1A 59 FF-54 1C @ €9 T4 A7 @5 1C 75 &F 53 84 AR A1 63 OC
FI PG 3C 1@ B9 B2 4% D8 30 39 BE C1 E4 3F 38 1E-CE OC 3A 13 X5 DO 12 B6 DO CA €4 37 &1 €3 01 8O
44 95 DL FT TH 41 B4 76 T4 B0 OF 34 BO ED BC T4.45 52 BA 4E B 2B DA OF BR 63 14 3E 39 5C 6F B
@ DB 37 &3 EI 9L FF DF 40 56 54 ED 2% 00 33 SB-DC 49 BE 29 5F SE @C &4 37 85 E3 6D 12 DE B8 EE
OF 20 49 3A B2 44 B7 DO 67 E3 BE €6 BT BE £F 19-CE £) 0A D& 40 45 £0 59 3A 33 A3 70 82 62 OF 10
B 59 32 EX 64 64 B8 G 72 BA F4 DC B4 BE B8 FC-AC 6C B4 B9 OO B8 €5 58 1D 4F S5C 24 BT F3 58 09
T4 GC A0 M A4 AS PG D B4 BA D6 EL DB 27 A4 FE-54 (8 &0 B0 68 65 42 ©4 BZ 90 A3 BO 79 &4 86 52
EL 00 1A 44 BF 24 30 5F 34 E7 EC B7 TF 76 84 1884 00 AT DO BC B CC P9 DO C2 BF 13 99 35 95 &F
500 B0 A ES 9B E3 ES FE DE 55 6D 50 M 20 52 .20 £F A% TE FL 54 66 BS 68 04 OF 22 D8 BA BA T4
1 33 PO OFF GA BF FB B0 B9 CS 12 41 D9 55 15 BD-BC D6 B7 20 B DA £9 55 D2 AD 65 51 FF 46 DI TR
AE 71 58 BY DC 84 DA 02 3C B8 31 €3 AT 30 84 7H.00 &2 1% E1 B4 05 FE 81 FA 8F 18 49 54 84 F1 58
B0 B0 16 ©F GO 05 B2 BB 4B 1A AT AR FO 92 E7 B1-44 B5 B& DO TH AE 32 14 85 OC F@ 37 89 &8 FI &7
16 60 @6 B4 B4 OO 44 60 BC 30 B3 S AA LF B9 DD-22 BL B3 19 ¥ 1C 0L &F OF CC ID 60 65 BA 54 N
AX B6 £ BA 15 35 CA 50 18 EE 38 53 BE 92 44 63.07 S0 1E EA 14 BB 91 S0 IF A9 B4 86 €A OF 12 D1
&7 D5 CC B7 1B 47 F1 BB IE &6 68 83 65 38 12 BF-55 30 5 92 3F 43 D7 14 93 68 B9 79 D8 FC 94 48
EZ 33 04 FC F4 39 BC PC DD @1 10 B3 BC 26 €4 AA-80 AE BE D6 24 B0 A3 1C PG B8 50 51 AS 03 FA 9
TE IS 93 ST 60 5C BO 99 34 EX 7D 48 AT €3 £5 33.85 CE DT FE 57 67 94 DT 6B 6B I B F2 48 BF (5
947 30 BC DO B9 AL 7O 99 B4 24 58 B AC 6 97-BC IC E7 2E M9 DO 72 19 6B BA 10 AG IS B4 99 62
55 50 JF &5 03 24 9 56 FD 62 B1 5C 36 60 €8 B1-FC IC B1 11 <& 36 19 Ef AE 8C FO 67 3C 84 00 39
#F 4E €4 B5 93 00 IE 61 32 D 90 AA 40 OB FS 63-81 58 D& €8 46 35 A0 3E F6 C6 92 41 84 33 A4 OB
A% 75 09 B0 AL 32 OC D6 50 59 19 B0 OF 57 80 06-52 7D BO 05 C) CA 30 &) CF F5 19 10 2F 03 07 0
€C 6B CO 36 04 Ci BE 00 T3 35 02 ED 63 53 14 2304 D2 ©F 34 &4 34 F2 3T C6 3F BE 42 A% TH 01 4
BE &8 AY BF IF SA T3 01 73 BA 08 82 EE CA FC 17-25 BC AF 59 1A C6 79 SC B9 B BA 65 54 BB 19 14
B0IBA @5 C4 3% A8 KU EC 6 BE P2 A3 OF 33 @) DO0-5C 52 §1 35 £X 07 59 0O AR 34 3§ A4 3F 15 BF 00
1% BF € 43 CF A4 BF FE BE B4 33 AF OB 35 38 BF.OF ED B4 BE EF SF 34 40 18 14 33 8D 51 AF AF BB
56 B9 F5 1A 50 04 B0 CD ©6 53 24 54 F} BF B9 43-70 T3 62 &4 5% D3 £S5 €1 SE 39 T D9 FB 18 11 &
A3 TR FB T3 ES CO P4 46 39 E3 03 4F 18 05 35 FI-a8 BC TP DE 33 53 50 OF 00 00 00 00 20 02 0 0

The following is the decipher configuration.
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035AZDES8 | 00 81 01

035AZ2D98 | 00 OO0 00
035AZ2DAS | 00 OO0 00
035AZDES | 00 00 00
035AZDCE | 00 00 00
035AZDDS | 00 OO0 00
035AZDES | 00 OO0 00
025A2DF8 | 00 OO0 00
035AZEQS | 00 OO0 00
035AZEL1S8 |50 00 44
025A2E28| 00 00 00
035AZE38| 00 00 00
035AZE48| 00 00 00
035AZESS | 00 OO0 00

"Str_one" : nn
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.pdf",

The name and content of the lure used by the attackers seem to indicate that the targets of
this campaign are no different from those seen so far in the SmugX campaign
(diplomats and government entities). The lure uses the upcoming Taiwanese presidential
election in January 2024 to capture the interest of its victims. The document refers to Terry
Gou’s announcement in September this year declaring his independent candidacy for

Taiwan’s presidential election, with Lai Peixia as his right-hand man.

Terry Gou — who was founder and CEO of the Taiwanese multinational electronic
components company -one of the largest suppliers to the United States, Europe and Japan
and part of the semiconductor manufacturing cluster along with TSMC, or MediaTek- is
running to bring down the current Taiwanese government, to reduce geopolitical tension and

to stabilise the situation.
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Lai Peixia is a singer, activist and politician with dual US-Taiwanese citizenship known for
defending human rights. It seems that the attackers have used a decoy that addresses an
event of high interest to political, diplomatic and governmental figures in Taiwan, as the
presentation of the presidential candidacy of Terry Gou and Lai Peixia, that is particularly
relevant because of the links these two political figures have with the Western bloc, the effect
that their figure as president could have on Taiwan’s trade relations with China, the United
States, Europe and Japan and their impact on the technology race in both blocs.
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Decoy PDF: Kuo’s in-depth considerations for choosing Lai Peixia as presidential VP.pdf

Indicators of Compromise
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c7ec098093eb08d2b36d1¢c37b928d716d8da021f93319a093808a7ceb3b35dc

651c096¢cf7043a01d939dff9ba58e4d69f15b2244c71b43bedb4ada8c37e8859

908ff3a80ef065ab4be1942e0d41583903f6aac02d97df6b4a92a07a633397a8

c6ef220d0c6e9015bdfb7977ff15e7f2c4c0dbfcd3b28ffb3066fe6d21251322

8af3fc1f8bd13519d78ee83af43daaa8c5e2c3f184c09f5¢c41941e0c6f68f0f7

45dd12.msi

msi.dll

NotelLogger.dat

FPASRIFIFRAIME ARG RITFIREE E pdf

ivibers[.Jcom

meetvibersapi[.Jcom
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